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Policy Statement

Blackrock College (hereafter “the College”) is committed to ensure that all users including students, staff and
parents will benefit from learning opportunities offered by the College’s Information Technology (IT) and
Computer systems in a safe, effective and appropriate manner. This policy applies to all students who have
access to and are users of the internet and ICT facilities in Blackrock College. The Acceptable Use Policy (AUP)

provides guidelines and information to students on the use of technology in the College for the purposes of
teaching and learning.

This policy should be read in conjunction with the following:

Code of Behaviour

Anti-Bullying Policy

Child Safeguarding Statement

Social Media Policy

Mobile/ Smart phone Policy

Best Practice concerning the interrelationship between Pupils and all School Personnel Policy

The Aims of This Policy:

e To promote the professional, ethical, lawful and productive use of College’s IT and Computer
systems.

e To define and prohibit unacceptable use of College’s IT and Computer systems.
To educate users about their IT Security responsibilities.

e To promote practices to ensure appropriate confidentiality and non-disclosure of the College’s
sensitive information.

e To describe where, when and why monitoring may take place.

General Principles

Information Security is everybody’s responsibility. The College’s IT systems are provided for educational
purposes only. Use of any of the College’s IT systems for personal reasons (including e-mail and the web) is
only permitted in accordance with the guidance in this policy. The College reserves the right to monitor any
aspect of its information systems in order to protect its lawful interests, prevent and/or detect crime,
discriminatory and harassing behaviour. Information gathered from such monitoring may be used to
instigate or support disciplinary proceedings and may be disclosed to the Gardai or any other investigatory
body. This policy refers in several places to things that “Others may find offensive”.
These include but are not limited to:-

v Pornographic or sexually explicit material

v Discriminatory and harassing behaviour

v Cruel/harmful material (such as depiction of injury or animal cruelty)
The College will deal with incidents that take place outside the College that impact on the wellbeing of
students or staff under this policy and associated policies. In such cases the College will, where known,
inform parents/guardians of incidents of inappropriate online behaviour that take place outside the College
and impose the appropriate sanctions in line with our Anti-Bullying Policy and our Code of Behaviour. Failure
to adhere to the provisions of this Policy may results in sanctions at the discretion of the Dean commensurate
with the breach.

When using the College’s IT systems, students are expected to:
e Treat others with respect at all times.



e Respect the right to privacy of all members of all College community.
e Respect copyright and acknowledge authors when using online content and resources.
e Exercise care and common sense in the use of information technology.

Desktop Computers and Portable Devices

Computers are critical College resources which must be properly used, protected and maintained to ensure
reliability, security and accessibility. Computers must be available for the educational purposes only of the
College at all times as a matter of priority over any other use. Failure to adhere to the provisions of this
policy at all times may result in sanctions at the discretion of the Dean commensurate with the breach of
this policy.

Desktop computers, laptops and tablets (loaned to students) are the property of the College and have been
prepared by the IT department for use on the College network. The term ‘portable devices’ covers any
College-owned and College-managed mobile computing device including laptops and tablets. Authorised
software is installed on your computer and you are not allowed to install anything on your own. Please
talk to the IT Administrator if you would like to download anything else. Data saved to local (usually C: and
D:) drives will not be backed up, and will be lost if the computer breaks, gets stolen or is replaced, therefore
it is highly recommended and it is your responsibility to store all your data on your personal One Drive
account. You are taking full responsibility for everything done on your portable computer. You are
responsible for the care and safe storage of any computer equipment that has been issued to you. The
College may at any time and without prior notice audit the computers to ensure compliance with policy.

Things to be aware of when using a College-owned or College-managed device:
e Log off from any workstation/device (Windows + L) once you are finished using it (or step away
from the desk). This includes your Surface-Go.
e Save data to your Blackrock One Drive (Office 365 account).
e Ensure that files received from anywhere outside the College are virus checked before you open
them. This includes files on CD or USB drive. If in doubt, ask the IT Department to scan it for you.
e |f you suspect a computer you are using may have a virus, leave the computer on, unplug the
network cable and call the IT Department.
e Restart your device fully, at least once a day.
e Always consider the physical security of your portable computer.
e Do not allow anyone else to use a computer while you are logged in.
e Never install or download any software on your computer. This should only be done by the IT
Department.
e Things that you should never attempt to install include but are not limited to:-
» Screen savers and games, music download software
» Utilities that claim to remove spyware or viruses
» News readers or ticker-tape services
» Applications that download torrents such a showbox, popcorn, moviebox etc.
e Do not disable or uninstall any of the software that is installed on your computer.
e Students must not save or store personal information on College computers at any time.
e Students who introduce malicious software (on purpose or by accident) onto a College computer or
into the College network / computer system will be liable for the cost of repair or replacement of
damaged equipment or files.




e Students are strictly prohibited from accessing adult material or any other content inappropriate to
the College functions (the meaning of “adult material” is interpreted as conservatively and
restrictively as possible and include any nudity or suggestive content)

e Personal passwords and login information are not to be saved or ‘remembered’ on a College machine.

e Credit Card and login information are not to be saved or ‘remembered’ on a College machine.

e Computers are not to be used for games and gaming

Every student has a responsibility to maintain the College's image, to use these electronic resources in a
productive manner and to avoid placing the College at risk of legal liability based on their use.

E-mail — Outlook

Blackrock College considers email as an important means of communication and recognises the importance

of proper email content and speedy replies. Users should take care drafting an email, it is a formal means
of communication.

The College’s e-mail systems are provided for College use. Reasonable personal use is permitted provided it
is lawful, ethical and takes place during authorised breaks. Usage of the email system for academic and
professional purposes is encouraged (journals, review papers, professional bodies, etc.) The College reserves
the right to monitor all e-mail to ensure compliance with policy. You must have no expectation of privacy in
anything that you create, store, send or receive on the College's email system. Your emails can be monitored
without prior notification if the College deems this necessary. If there is evidence that you are not adhering
to the guidelines set out in this policy, sanctions will apply at the discretion of the Dean.

Things to remember when using your College email: ;

e The Blackrock College email account is the only one that should be used for any College
communication or business. Personal email accounts must not be used.

e Extreme caution must be used when opening e-mail attachments received from unknown senders,
which may contain viruses. Suspect emails should be deleted immediately and never forwarded to
other users. If you are unsure, contact the IT Department before opening the relevant
email/attachment.

e |If you suspect a phishing activity on your e-mail, contact the IT Department immediately.

e E-mail is admissible evidence in any legal proceedings and carries the same weight as a letter on
College headed paper.

e (ollege email accounts may not be used to register for online services such as social networking
services, games and purchasing.

e Make sure that your message is concise, relevant polite and sent only to the people that need to read
it.

e Check your e-mails every day and clear out old and unwanted messages from your mailbox.

e Return any wrongly delivered message to the sender. If it contains confidential information it should
not be disclosed or used in any way. _

e Immediately report to the Dean the receipt of any communication that makes you feel
uncomfortable, is offensive, discriminatory, threatening or bullying in nature and do not respond to
any such communication.

e Do not send or forward anything that is illegal, obscene, others may find offensive, may be
defamatory or harassing.

¢ Do not circulate non College-related material. This includes but is not limited to chain letters, virus
warnings, software etc.



Microsoft Teams

Microsoft Teams is an integral part of the learning and communication environment in the College!
The chat function within it may be used for communication between staff and students and this
communication should take place within clear, explicit professional boundaries. A member of staff must be
a member of any Teams established within the College.

Your Password

Students are only authorised to access College networks by use of a username and password supplied by the
College. An unauthorised access (including attempted access) to secure or unsecure networks may result in
sanctions at the discretion of the Dean commensurate with the breach of this policy. Your password is
confidential and it is not transferable to anyone else. The password requirements for Office 365 must be at
least 8 characters long and contain a capital, a lowercase and a number. You can change your password at
any time (from the CRTL + ALT + DEL menu), not just when the system prompts you. The access rights
associated with your office 365 account may be changed or revoked should your status as an employee or
student change/terminate.

Things to remember about your password:
* Set apassword or phrase. Make it as secure as you can by using some or all of the following
techniques:-
» Use two unrelated words or a short phrase
» Include at least one number
» Include at least one upper case character
» User name can’t be part of your password
» Password has to be at least 8 characters long
e Change your password if you suspect that someone else may know it.
e If you wish to change your password is it inadvisable to use any of the ‘top 6 predictable
passwords’:-
Your birth date or birth date of one of your relatives
The name of a family member
The name of a pet
Your football team
A rude word
An item or brand name that you might be seen with regularly
e In general do not use for your password anything that can be easily associated with you
e Do not disclose your password to anyone.
e Do not use anyone else’s password.
¢ Do not write down your password. You need to remember it.

-
Web Access and Content Filtering % 5 b

Web access is provided for educational use only. Any student taking steps to by-pass the content filter by
any means may be subject to sanctions at the discretion of the Dean. All web access can be monitored by
the College to ensure compliance with the policy. Users that choose to make personal use of the College IT
system do so in acceptance of the monitoring measures outlined in this policy.
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Things to remember when access material on the web:
e Use of the College’s internet connection is for education related purposes only.



Report accidental accessing of inappropriate materials to IT Department.

If you suspect a computer you are using may have a virus or spy-ware infection, shut down the
computer immediately and contact the IT Department.

Do not view or download anything that others may find offensive, illegal, obscene and defamatory.
This includes, but is not limited to pornography, racism, terrorist sites etc.

Do not upload or download large files that results in heavy network traffic and affect performance
for other users.

Do not download anything that is likely to be covered by copyright. This includes, but is not limited
to music, pictures, software and movies.

Do not visit the “high-risk” site categories shown below. Although their content appears to be free,
it is often funded by installing spyware on your computer.

Free screensavers and smileys

Free music downloads or ring tones

Free software and serial numbers (also known as cracks)

Adult material

Films from streaming sites (moviebox)
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Personal Safety
Always be mindful of your personal safety online:

do not post personal contact information about yourself or other people. Personal contact
information includes address, telephone, school address, work address, photograph etc.

do not agree to meet with someone contacted online.

do not sign a 'guest book' on a Web page on behalf of Blackrock College.

lllegal Activities
Be mindful of the activities that you undertake while online:

do not attempt to gain unauthorised access to the computer system or to any other computer system
through the College computer system or go beyond the authorised access. This includes attempting
to log in through another person's account or access another person's files. These actions are illegal,
even if only for the purposes of "browsing".

do not make deliberate attempts to disrupt the computer system or destroy data by spreading
computer viruses or by any other means. These actions are illegal.

do not use the computer system to engage in any other illegal act.

Inappropriate Language
Restrictions in the use of inappropriate language apply to public messages, private messages, and material
posted on Web pages or any device in the school.

do not use obscene, profane, lewd, vulgar, rude, inflammatory, threatening, or disrespectful
language.

do not post information that could cause damage or a danger of disruption.

do not engage in personal attacks, including prejudicial or discriminatory attacks.

do not harass another person. Harassment is persistently acting in a matter that distresses or annoys
another person.

do not knowingly or recklessly post false or defamatory information about a person or organisation.

Respect of Privacy
Respect your privacy and the privacy of others:

do not re-post a message that was sent privately without permission of the person who sent the
message.
do not post private information about another person.



Respecting Source Limits
When it comes to source limits:
e do not install any Software Files without permission
e do not use any form of messenger or 'Relay Chat'
* do not delete or rename existing Programmes
* do not download files, music, videos or games without permission

e do not post chain letters or engage in "spamming". Spamming is sending an annoying or unnecessary
message to a large number of people

Monitoring

The College owns its IT systems. It reserves the right to monitor any College system at any time. Monitoring
of any device/system can be done by or on request from the Principal.

Monitoring of systems is carried out by the Principal and IT Department in order to:-
e Detect and prevent unlawful use of systems
e Detect and prevent misuse of College systems
e Maintain the effective operation of systems
e Protect the College’s employees
Protect the reputation of the College
e Protect the College from legal liability

This policy was adopted by the Board of Management on 18" October 2022
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Chairperson of Board of Management Principal/Secretary to the Board of Management
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